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Abstract: Document-based malware remains a dominant initial access vector in modern cyber intrusions due to the
widespread use and structural complexity of Portable Document Format (PDF) and Microsoft Office files. Traditional
detection-based defenses, including signature matching and machine learning classifiers, struggle against obfuscation, zero-
day exploits, and format-level evasions. Content Disarm and Reconstruction (CDR) addresses this challenge by adopting a
zero-trust document handling model that eliminates entire attack surfaces rather than attempting malware classification. This
paper presents the design, implementation, and evaluation of a lightweight, format-aware CDR system capable of sanitizing
PDF and Microsoft Office OOXML documents through deterministic structural disarmament and secure reconstruction. The
proposed system performs static byte-level analysis, extracts forensic Indicators of Compromise (I0Cs), removes active and
executable document components, and reconstructs clean artifacts without rendering or executing any embedded content. A
risk-scoring mechanism based on residual structural indicators and 10C density enables conservative delivery decisions while
maintaining forensic auditability. The system is evaluated using a curated dataset of benign and real-world malicious PDF
and Microsoft Office (DOCX) documents obtained from Malware Bazaar and public academic sources. Experimental results
demonstrate that for PDF files, the system achieves an average attack surface reduction of approximately 34.7% (with a mean
Sanitization Success Rate of 30.8% across files with threats) and a combined threat neutralization rate of 65% for low and
medium risk documents, while producing stable and predictable sanitized outputs. For DOCX files, the system successfully
extracts forensic indicators but leaves obfuscated macro streams intact, highlighting format-specific limitations and directing
future work.

Keywords:Content Disarm and Reconstruction, zero-trust architecture, portable document format, Threat intelligence, Format-
aware sanitization

I. INTRODUCTION

Private and government digital infrastructures rely on a constant flow of information exchange. Billions of people around the
globe are using file formats such as PDFs flexibility, usability, and portability of these files to support them to function on
various platforms. These properties made them popular and the most used in recent times [1]. The rise of the use of these
documents also increased the circulation of malicious portable document formats that look exactly similar to the original ones;
the features of these files are exploited for malicious purposes [2] [3]. Malware detection in Portable Document Format (PDF)
and Microsoft Office files represents a critical area in cybersecurity research due to the widespread use of these document
formats as attack vectors. Attackers exploit the inherent flexibility and rich features of these file types, such as embedded
scripts, macros, metadata, open action, and external links, to deliver malicious payloads and compromise systems [4].
Traditional signature-based detection methods are often insufficient against evolving malware, including zero-day threats and
evasion techniques [5]. Consequently, machine learning (ML) and deep learning (DL) approaches have emerged as prominent
solutions for robust malware detection in these document types [6]. Several challenges persist in both PDF and Office
document malware detection. Attackers constantly develop new obfuscation, encryption, and adversarial attack techniques to
evade detection [7]. Content Disarm and Reconstruction (CDR) is an advanced zero-trust strategy that neutralizes potential
threats by reconstructing documents, removing malicious components while preserving legitimate content [8]. OLECDR is a
system specifically designed for Microsoft Object Linking and Embedding (OLE) file formats, demonstrating its effectiveness
in preventing threats while maintaining file integrity [9], [10], [11]. This paper presents the design, implementation, and
evaluation of a lightweight, format-aware CDR system capable of sanitizing PDF and Microsoft Office OOXML documents
through deterministic structural disarmament and secure reconstruction.
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The proposed system performs static byte-level analysis, extracts forensic Indicators of Compromise (IOCs), removes active
and executable document components, and reconstructs clean artifacts without rendering or executing any embedded content.
The platform is designed for lightweight, resource-constrained environments, offering format-aware sanitization for both PDF
and Microsoft Office OOXML documents.

The paper is structured as follows: section 2 emphasizes related work; section 3 and 4 focuses on methodology and system
architecture. Section 5 explains the evaluation of metrics used in the experimental setup. Section 6 is the result of Section 7 on
the conclusion and future work.

Il.LITERATURE REVIEW

Document-based attacks remain a dominant initial access vector in modern cyber intrusions, largely due to the widespread use
of Portable Document Format (PDF) and Microsoft Office files in enterprise environments. Recent threat reports and academic
studies show that attackers increasingly exploit the structural complexity of these formats by embedding scripts, macros,
external references, and malformed objects that activate during document rendering rather than at download time [12], [13].
Researchers have highlighted the limitations of signature-based document files. Evasive techniques such as structure
manipulation, delayed execution, and reader-specific triggers enable malicious documents to bypass static analysis and
sandboxing systems.

Recent academic work has moved CDR from a conceptual defense to a rigorously evaluated security mechanism. Dubin
presented one of the first formal, peer-reviewed implementations of a PDF-specific CDR system and evaluated it using a real-
world malicious PDF sample [10]. The study demonstrated that format-aware reconstruction can effectively neutralize
malicious content while preserving document readability and layout for benign files. Importantly, this work introduced objective
validation metrics such as prevention rate and visual similarity, enabling quantitative analysis of the security-usability trade-off.
Extending this work to Microsoft Office formats, Dubin later proposed OLECDR, a content disarm and reconstruction
framework designed for OLE-based documents such as DOC, PPT, and XLS files [11]. This study emphasized that Office
documents require different sanitization strategies due to attack vectors such as macros, embedded OLE objects, and Dynamic
Data Exchange (DDE). The results showed that reconstruction-based sanitization significantly reduces the document's attack
surface, even for previously unseen exploits. Additionally, the work demonstrated that detection signatures can be converted
into reconstruction rules, allowing CDR systems to adapt to emerging threats without relying on traditional malware
classification.

Despite recent progress, the literature also identifies several open challenges in CDR research. Aggressive sanitization may
degrade document functionality, resulting in a trade-off between usability and security [9], [10], [11]. Encrypted and digitally
signed documents remain difficult to process without invalidating security guarantees. Furthermore, many operational CDR
systems remain proprietary, limiting transparency, reproducibility, and comparative evaluation [14]. Overall, recent research
positions Content Disarm and Reconstruction as a practical and theoretically sound defense against document-based malware.
By shifting the focus from detection to deterministic sanitization, CDR reduces reliance on fragile signatures and behavioral
models. However, existing work also highlights the need for open, extensible, and multi-format CDR implementations
evaluated against real-world malicious datasets. These gaps directly motivate further research and implementation efforts in this
area.

I11.PREREQUISITES
A.Document attack surface analysis

Before applying the proposed Content Disarm and Reconstruction process, this study identifies document components that are
known to introduce security risks at the structural level. Table 1 summarizes the high-risk headers, and structural elements
present in PDF and Microsoft Office documents, along with their location within the file and the type of security issue they
may cause. This mapping provides a technical basis for the methodology by defining which document components must be
considered unsafe by default structural parsing and subsequent sanitization stages [15], [16], [17], [18], [19], [20].
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IV. METHODOLOGY

A. Overview of the proposed CDR system

This work implements a practical Content Disarm and Reconstruction (CDR) engine designed to neutralize document-borne
threats by removing active and potentially exploitable components from files while preserving essential content. The
methodology follows a zero-trust document handling model, where all incoming documents are treated as malicious by default
and are never rendered or executed during analysis. The system supports PDF and Microsoft Office OOXML formats (DOCX,
PPTX, XLSX) and performs deterministic sanitization through static structural analysis, object-level disarmament, and secure
reconstruction. Unlike detection-based approaches, the proposed methodology does not attempt to classify documents as
malicious or benign; instead, it eliminates entire attack surfaces embedded within document structures.

B. System Architecture Design
The system accepts documents through a controlled upload interface implemented using a web-based frontend.

Uploaded files are stored in a dedicated input directory without being opened by any rendering engine. Before
sanitization, the system computes a SHA-256 cryptographic hash of each file to enable deduplication and correlation
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across scans. Files with previously processed hashes are automatically skipped, preventing redundant analysis and
replay attacks. This preprocessing step ensures that only unique inputs enter the sanitization pipeline.

Static Structure Analysis and 10C Extraction. Before disarmament, the system performs a raw byte-level scan of
each document to extract Indicators of Compromise (IOCs) without executing any embedded content. Regular-
expression-based Parsers identify URLs, domains, and IP addresses embedded within document binaries. All
extracted URLs are defanged prior to storage to prevent accidental activation during forensic review. These 10Cs
are recorded as forensic evidence rather than triggers blocking decisions, ensuring that intelligence extraction is
decoupled from sanitization logic.

User Endpoint

(1) Upload

Module ’_{__LR____
. - - Database

(2) Static - 10C Logging

Analyzer - Aundit

- Risk Score

—
A

(3) Sanitiza-
tion Engine

|
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(5) Secure Files ‘ ‘ (4) Dashboard J

t

Fig. 1: Internal Process of the Content Disarm and Reconstruction (CDR) System — showing the modular sanitization pipeline
from file intake through format-aware disarmament to secure output generation (Source: Adapted from main thesis, Fig. 3.2)

Format-Aware Sanitization Engine. The core of the methodology lies in a format-aware sanitization engine that applies to
different disarmament strategies depending on the document type.

PDF Disarmament Strategy. For PDF files, the system uses a structural parser to access the internal object hierarchy. The
sanitization process removes all elements capable of executing code, triggering automatic actions, or initiating external
communication. Includes:
e Document-level and page-level automatic actions
Embedded JavaScript trees
Interactive annotations with associated actions
Direct and indirect URI references
Rich media and embedded metadata
Bookmark outlines and navigation structures

Each removal action is logged with its location and justification. After disarmament, the document is fully reconstructed with
newly generated cross-reference tables and compressed streams, ensuring that no residual objects from the original file persist in
the output.

OOXML (DOCX/ PPTX/XLSX) Disarmament Strategy. Microsoft Office documents are processed using a container-level
approach. The system extracts the OOXML archive and inspects its internal components without invoking any Office runtime.
The sanitization logic includes:

e  Complete removal of embedded VBA macro binaries (vbaproject.bin)
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o Elimination of external relationships targets in .rels files
e Identification of embedded OLE objects and binary payloads
e  Preservation of static document content and layout
After sanitization, the document is reassembled into a valid OOXML container, ensuring compatibility with standard Office
viewers while eliminating all active content

Evidence-Based Risk Scoring and Classification. As the document is parsed and sanitized, each detected or removed
object contributes to a dynamic, cumulative risk score based on its potential operational impact. High-risk
components such as JavaScript actions, launch triggers, and executable macros carry significantly higher penalty
weights than passive elements such as malformed metadata. Based on the aggregated score, the system assigns a
final forensic risk classification of LOW, MEDIUM, or HIGH. This classification reflects the pre-sanitization threat
exposure of the original file, not the safety of the reconstructed output, reinforcing the system's role as a forensic
intelligence tool rather than a mere gateway filter.

TABLEII
RISK CLASSIFICATION AND DELIVERY DECISION DISTRIBUTION

Risk Class Count Percentage Decision Interpretation
Active exploit
triggers or malicious
links; file
withheld/sandboxed.
Structural anomalies
without active
execution; delivered
with warning.

No active threats;
clean reconstruction
delivered
seamlessly.

HIGH 105 84.7% BLOCKED

MEDIUM 5 4.0% CAUTION

LOW 14 11.3% TRUSTED

Secure Reconstruction and Output Generation. Sanitized documents are written to a dedicated output directory and delivered
only after successful reconstruction. The system guarantees that:

e No original object identifiers are reused

o No executable content remains

e  Output files conform to standard format specifications
The reconstructed document represents a clean-room artifact, suitable for safe downstream use.

Forensic Logging and Auditability. All analysis results are recorded in a write-only forensic database that preserves ground
truth. Two immutable tables store scan metadata and individual findings, while read-only views aggregate results for analyst
dashboards. This separation ensures that sanitization actions cannot be retroactively modified. The system supports:

Historical scan review

Threat trend analysis

IOC correlation across documents

Exportable audit logs for incident response workflow

Analyst Interface and Evaluation metrics. A web-based dashboard provides visibility into scan results, threat distribution, I0OC
frequency, and sanitization effectiveness. Evaluation metrics include:

e  Attack surface size before sanitization

e Number of neutralized components

e Residual non-executable indicators

e  Sanitization success rate
These metrics enable quantitative evaluation of CDR effectiveness across large document sets
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TABLE I
IOC EXTRACTION SUMMARY BY RISK CLASS

Risk Class 10C Types Extracted Avg. 10Cs/File

External URLSs, Domains, IPs,
HIGH Payload hosts 3.1
MEDIUM Extgrnal _URLs, Domains, IPs 24

(active triggers)
LOW Benign action links or none 0.3

The proposed methodology enforces security by designing deterministic removal of active document components rather than
probabilistic malware detection. By combining structural parsing evidence-based logging, and secure reconstruction, the system
eliminates entire classes of document-based attacks ---including zero-day exploit- while maintaining forensic transparency and
operational usability

V. EVALUATION

A. Dataset Description

The evaluation was conducted on a controlled dataset comprising 124 unique document files, curated to reflect a
realistic mix of benign and malicious files commonly encountered in real-world document exchange scenarios. The
corpus consists of 121 PDF documents (97.6%) and 3 Microsoft Office OOXML (DOCX) documents (2.4%),
representing the real-world prevalence of PDF as the dominant document-borne threat vector. Malicious samples
were collected from Malware Bazaar, a publicly accessible malware sharing platform maintained by abuse.ch [21].
Benign documents were obtained from Google Scholar and other publicly accessible academic and informational
websites. This subset includes research articles, technical reports, and general-purpose documents. The dataset was
intentionally designed to include files with varying levels of structural complexity, ranging from simple static texts
to highly complex files containing embedded active objects. This allows evaluation of the proposed Content Disarm
and Reconstruction (CDR) engine under both normal and adversarial conditions, emphasizing structural diversity
and threat realism. All samples were statically analyzed in an isolated, air-gapped environment, and no document
was opened or rendered during evaluation.

TABLE IV
DATASET COMPOSITION BY FILE FORMAT
Format Count Percentage (%)
PDF 121 97.6%
DOCX 3 2.4%
Total 124 100.0%

B. Evaluation metrics
The following metrics were used to assess system performance:

e Total Threat Objects (TTO). Let T _total denote the absolute total number of suspicious, malformed, or
explicitly malicious objects identified by the system during the initial static parsing phase:

84 | www.spujstmr.in



SPU Journal of Science, Technology and Management Research (SPU-JSTMR) Special Issue-ICAICS-26
ISSN: 3049-1479(Online)
T_total = \sum_{i=1}*{N} O_i

Where O_i represents each individually detected high-risk object (e.g., deeply nested JavaScript streams, embedded
executable files, deliberately malformed objects designed to crash parsers, or covert external network references).

o Residual Forensic Indicators (RFI). This metric corresponds to the non-executable, structural artifacts that
are intentionally retained after the reconstruction process due to inherent format constraints or structural
ambiguity:

T_residual = \sum_{j=1}{M} F_j

Where F_j represents a specific forensic indicator, such as repaired but previously malformed cross-
reference tables, orphaned but inactive data blocks, or safely neutralized but inconsistent object streams.

e Threats Removed (TR). This represents the definitive number of detected malicious objects that were
successfully excised, neutralized, or permanently discarded during the CDR reconstruction phase:

T removed = T _total - T_residual

where T_residual denotes the subset of objects that cannot be aggressively removed without fundamentally
corrupting the document's legitimate semantic structure or visual layout.

e Sanitization Success Rate (SSR). The SSR is a critical efficiency metric that quantifies the overall
proportion of detected threats that were successfully neutralized by the CDR engine:

SSR =(T_removed / T_total ) * 100

An SSR value approaching 100% indicates near-complete neutralization of all actively detected malicious
objects, signifying a highly successful sanitization cycle.

o Indicator of Compromise (IOC) Count. This represents the aggregate total of distinct, actionable threat
signatures (such as extracted URLs, IP addresses, or unique payload hashes) successfully extracted during
the analysis phase for forensic intelligence:

I0C_count = \bigcup_{k=1}"{P} |Il_K|

e Final Risk Classification. To determine the inherent threat level of the original file, an aggregate risk score
R is computed as a dynamically weighted function prioritizing structural risk over mere signature-based
indicators:

R =\alpha * T_residual + \beta * IOC_count

Where \alpha and \beta are empirically derived weighting factors calibrated such that \alpha > \beta. This
heavily prioritizes profound structural anomalies (which often indicate zero-day evasion attempts) over
standard, known signature-based indicators.

Based on this score, the final risk classification is strictly defined as:

Risk = Low (if R < \tau) or High (if R \geq \tau), where \tau serves as a predefined, conservative risk
threshold configured by the system administrator.

o Delivery Decision. The ultimate delivery decision D dictating whether the user receives the file is
determined directly by the final risk classification:
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D = Trusted (if Risk = Low) or Blocked (if Risk = High)

This binary logic ensures that files exhibiting excessive residual structural uncertainty are conservatively blocked
and quarantined, even in scenarios where partial sanitization appeared successful. This strict fail-safe mechanism is
central to the zero-trust philosophy.

C. Evaluation results

This section presents the quantitative evaluation of the proposed Content Disarm and Reconstruction (CDR) system
using the metrics defined in Section 5.2. The evaluation is conducted on a dataset of 121 malicious and benign PDF
documents and 3 Microsoft Office OOXML (DOCX) documents. The results focus on attack surface reduction,
threat neutralization effectiveness, and post-sanitization structural stability.

Attack Surface Reduction analysis. The effectiveness of the proposed CDR engine in minimizing the document
attack surface is evaluated using the Attack Surface Reduction Ratio (ASRR). Figure 2 illustrates the comparison
between the total number of detected threat-bearing objects before sanitization and residual threat objects after
reconstruction.

Attack Surface Reduction Over Time

—— Total Threat Objects (Before CDR)

20 —— Residual Indicators {Non-Executable)

: WWM i)

100 120

-
wn

-
=

Mumber of Threat Objects
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0 20
Scan Index (Sequentially Processed Files)

Figure: 1. Attack surface reduction observed across sequentially processed files. The figure illustrates the decline in total exploltable objects
after applying Content Disarm and Reconstruction (CDR), demonstrating effective neutralization of active threats while preserving
non-executable forensic Indicators.

Fig. 2: Graph depicting attack surface reduction over time (Source: Created by the authors)

As shown in Figure 2, the number of threat objects prior to CDR exhibits significant variability and frequent peaks,
indicating a highly unstable and exploitable document structure. After applying the CDR process, the residual threat
count stabilizes at a lower level with minimal fluctuation. Across all 117 evaluated PDF files with TTO > 0, the
mean Sanitization Success Rate was 30.8% (with a standard deviation of 22.3%), corresponding to an average attack
surface reduction of approximately 34.7%. This demonstrates that the proposed approach effectively removes
structurally dangerous PDF components while maintaining document consistency across samples.

TABLEV
SSR DISTRIBUTION SUMMARY

Statistical Measure Value
Minimum SSR 5.56%
Maximum SSR 100.0%
Mean SSR 30.8%
Median SSR 25.0%

Std. Deviation 22.3%
Files with SSR = 100% 9 (7.8%)
Files with SSR >= 50% 18 (15.5%)
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Threat Neutralization Effectiveness. To assess how efficiently the system removes detected threats, the Threat
Neutralization Rate (TNR) is analyzed. Figure 3 shows the relationship between the number of threats detected and
the number of threats successfully removed per document.

Threat Detection vs Neutralization Trend

Threats Detected |
Threats Removed

Count of Threat Indicators

1] 20 40 60 80 100 120
Scan Index (Sequentially Processed Files)

Figure 2, Threat detection versus neutralization trend in the proposed COR system. The comparison highlights the number of detected threat
indicators and the number of threats successfully remove | effectiveness of the sanitizath echanism

ed, validating the operational

Fig. 3: Graph depicting threat detection vs neutralization trend (Source: Created by the authors)

From Figure 3, it can be observed that the threat removal trend closely follows the detection trend, indicating that
most identified malicious objects are successfully neutralized. Among low-risk files with TTO > 0 (where 31 out of
35 threats were removed) and medium-risk files (where 12 out of 31 threats were removed), the combined Threat
Neutralization Rate (TNR) was approximately 65%, confirming the system's capability to surgically disarm active
embedded threats where full structural decomposition is achievable. For high-risk files, the TNR was 31% (434 out
of 1391 threats removed), reflecting persistent XMP namespace residuals that are retained to maintain document
semantic integrity.

TABLE VI
TTO AND RFI STATISTICS BY FORMAT

Metric PDF (n=121) DOCX (n=3)
Mean TTO (TTO > 0) 12.4 4.0

Mean RFI (TTO > 0) 7.9 4.0

Mean TR (TTO > Q) 4.1 0.0

Mean 10Cs Extracted 3.0 0.0

Files with RFI =0 9 0

Residual Threat Stability. Beyond absolute reduction and removal, the stability of the reconstructed documents is a
critical security property. The post-CDR residual threat count demonstrates low variance across the dataset (with a
consistent residual count of 9 for the 24-ORD/OMD homogeneous series). This stability suggests that the
reconstruction process is deterministic and resilient to evasive structural manipulation techniques commonly
employed in malicious PDFs.

Overall, the experimental results indicate that the proposed CDR system:
e Significantly reduces the document attack surface,
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o  Effectively neutralizes most detected threats, and
e  Produces stable and predictable sanitized documents
These findings validate the suitability of the proposed approach for secure document sanitization in real-world
content delivery and malware mitigation scenarios, while highlighting areas for future multi-format optimizations.

VI.RESULTS

The proposed Content Disarm and Reconstruction (CDR) system was evaluated on a dataset of malicious PDF and
OOXML documents to assess its ability to reduce the document attack surface and neutralize embedded threats.
Across the 124 evaluated samples, the CDR engine achieved a mean Sanitization Success Rate (SSR) of 30.8%,
with 9 files (7.8%) achieving a perfect SSR of 100%. For PDF files, the average attack surface reduction was
approximately 34.7%, with a threat neutralization rate of 65% for low/medium risk documents. The post-
reconstruction documents exhibit low variance in residual threat indicators, suggesting that the sanitization process
produces stable and predictable outputs across structurally diverse inputs. For the 3 OOXML (DOCX) files, the
system extracted structure metadata but recorded a Sanitization Success Rate (SSR) of 0% due to deeply obfuscated
OLE macro binary streams (vbaproject.bin) that exceeded current static disarmament rules. These results
demonstrate that the proposed CDR approach provides meaningful security improvements while preserving
document usability, particularly for PDF files, while establishing a clear baseline for future Office document
disarmament.

VII. LIMITATIONS

Despite promising results, the proposed CDR system has several limitations that warrant consideration. First, the
system focuses primarily on structural and syntactic threat indicators rather than deep semantic analysis.
Consequently, certain advanced threats that rely on logic-based exploitation, environment-specific triggers, or zero-
day rendering vulnerabilities may not be fully mitigated. Furthermore, as confirmed by the evaluation results, all 3
DOCX samples recorded an SSR of 0%, demonstrating the current engine's limitations against obfuscated Office
macro streams and highlighting its primary optimization for PDF structural threats. Second, the evaluation dataset is
of moderate size, which may limit statistical generalizability. Finally, the current implementation prioritizes security
effectiveness over performance optimization; processing overhead and scalability under high-throughput
environments were not comprehensively evaluated.

VIIl. FUTURE SCOPE

Future work will focus on extending the proposed CDR framework in several directions. First, the integration of
semantic analysis and behavior-aware heuristics could enhance the detection and neutralization of complex threats
that evade purely structural sanitization. Second, OOXML-specific disarmament capabilities will be developed to
address obfuscated OLE macro binary streams and achieve parity with the PDF disarmament engine. Third,
performance optimization and scalability evaluations will be conducted to assess deployment feasibility in large-
scale document processing environments, such as email gateways. Finally, future research may incorporate adaptive
learning-based components to dynamically update sanitization rules in response to evolving document-based attack
techniques.
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